O Captive Portal

Captive Portal — aTo ¢pyHKUMOHanbHOCTb, ucnonb3yemas B PT NGFW agns
vpeHTudMKaLMM N KOHTPONS AOCTyNa nonb3oBaTene.

CueHapumn npumeHeHuns Captive Portal:

OpraHusaums rocteBoro focTyna;

ABTOpU3aLMSa U NPUMEeHeHne NoNUTUK 6e30MacHOCTM ANS Nosib3oBaTenen n
YCTPOWNCTB, HaxoAsLWNXCca BHEe AOMEHa;

ABTOpU3aLMSa U NPUMEeHeHne NoNUTUK 6e30MacHOCTM ANS Nosib3oBaTenen n
cepBepoB Ha 6a3e OC Linux.

Mpouecc aBTopusauunm yepes Captive Portal B PT
NGFW

C Touku 3peHus apxutekTypbl Captive Portal asBnsetcsa yactbio CY n pabotaeT B cBSA3Kke C
User-Control areHToM, koTOpbIli cnonb3yeTca ang nHterpauum ¢ Microsoft AD.
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PucyHok 1. CueHapun aBTopusauumn nonb3oBarens yepes Captive Portal n User-
Control Agent



* MonbsoBartenb Userl uHnumupyet HTTP-3anpoc k canTy ya.ru, B
pe3ynbrate yero popmupyetcss DNS-3anpoc Ha pa3pelueHne gOMEHHOro
umeHu (ya.ru);

* PT NGFW nepexBaTbiBaeT 3anpoc oT nonb3oBartens B cTopoHy DNS-
cepBepa 1 nepeHanpaBnsieT ero B CUCTEMY ynpaBfieHus;

* CY ¢opmupyet DNS-oTBeT ang nonb3oBarens,, B KOTOPOM BMECTO
NCTUHHOro 3HauveHus IP-agpeca gng canta ya.ru npocrtasnsetcs IP-agpec
Captive Portal;

* Tlonb3oBatenb User 1 nepeHanpaBnsieTca Ha Captive Portal, Ha koTopom OH
BBOAUT CBOM yUYeTHble AaHHble 3 Active Directory ang npoxoxaeHus
ayTeHTudUKauum;

* Tlocne BBOAa Nnonb3oBaTenem y4yeTHbix aaHHbiX Captive Portal ¢ nomoubio
User-Control Agent BbinonHsieT aBTopusauumio B AD no npotokony LDAPs.
Mpwu atom B AD popmupyetcs 3anncb aBTopusaumm, Kotopasi CYNTbiBaeTcs
User-Control Agent n nepegaetca B PT NGFW. Takum o6pazom, PT NGFW
nony4aeTt nHpopmauuio o nonb3oBatene u ero IP-agpece (Hanpumep,
User1: 10.10.10.10).

BAXXHO! Yrto6bI Captive Portal mor npoBoanTb aBTOPU3aLNIO
nonb3oBateneu, DNS-3anpocbl oT HUX AO/MKHbI NpoxoauTb Yepes PT
NGFW. Taioke Heob6xoammo obecneunTb ceTeBYIO BOCTYNHOCTb go Captive
Portal co ctopoHbl nonb3oBaTenen, A KOTOPbIX HEO6XOAMMO
3apencTBoBaTb 3Ty PYHKLMOHANbHOCTb.

Hactpouka Captive Portal

Co3aaHme NoNUTUKKM ayTeHTUdUKaumm Ha Captive Portal

1. B CY Bbipenute BTOpou IP-agpec n ykaxunte ero B napameTtpax. Hanpumep:


http://ya.ru
http://ya.ru

PucyHok 2. BoigeneHue Broporo IP-agpeca B CY

2. HactpownTte cepsBuc traefik B CY n ykaxute HoBbin IP-agpec pns cepBuca
Captive Portal. Hanpumep:

sudo nano /opt/pt-ngfw/traefik/config/traefik.yml
entrypoints:
traefik:
address: 127.0.0.1:81
forwardedHeaders:
trustedips:
-127.0.0.0/8
-10.0.0.0/8
-172.16.0.0/12
-192.168.0.0/16
http:
address: 10.13.107.92:80
transport:
respondingtimeouts:
idletimeout: 5m
forwardedHeaders:
trustedips:
-127.0.0.0/8
-10.0.0.0/8
-172.16.0.0/12
-192.168.0.0/16
http:
redirections:
entrypoint:
to: https



scheme: https
https:
address: 10.13.107.92:443
forwardedHeaders:
trustedips:
-127.0.0.0/8
-10.0.0.0/8
-172.16.0.0/12
-192.168.0.0/16
http:
tls: {}

captive-http:
address: 10.13.107.158:80
transport:
respondingtimeouts:
idletimeout: 5m
forwardedHeaders:
trustedips:
-127.0.0.0/8
-10.0.0.0/8
-172.16.0.0/12
-192.168.0.0/16
http:
redirections:
entrypoint:
to: captive-https
scheme: https

captive-https:
address: 10.13.107.158:443
forwardedHeaders:
trustedips:
-127.0.0.0/8
-10.0.0.0/8
-172.16.0.0/12
-192.168.0.0/16
http:
tls: {}

B aTom npumepe:
* 10.13.107.92 - IP-appec, ncnonb3yowmnca gnsa nHteppenca ynpasneHus
CY (MGMT)
* 10.13.107.158 - IP-agpec ansa Captive Portal.



3. MNepesanyctute cepsuc traefik:
sudo systemctl restart pt-ngfw-traefik.service

4. B CY Ha ctpaHuue Objects = Addresses go6aBbTe agpecHbIi 06beKT C
Tunom IP-address gnsa Captive Portal. Hanpumep:

Editing the address
Device group
&% Central Office

Name

Captive_portal

Description

IP address IP range FQDN
IP address and prefix length (for example, 192.168.80.10/32)

Address

10.13.107.158/32

PucyHok 3. [lo6aBneHune agpecHoro obbekTa gna Captive Portal

5. Ha ctpaHuue Objects - Auth Profiles po6aBbre Authentication profile n
BblbepuTe B HEM co3faHHbIN paHee agpec anga Captive Portal. Hanpumep:

Vsl PTNGFW Policies  Objects  Devices Logs  Settings
@ Applications Auth profiles ) Global > s& Central Office
R Users Name Captive portal address Device group Created on
23 Services S, Captive Portal () Captive_portal 5% Central Office 6/6/25, 4:38:49 PM

5 10.13107158/32
@ Addresses

88 Zones

Q IPS

2 URL categories
L Auth profiles

Py Decryption
mirroring profiles

PucyHok 4. [lo6aBneHue npodpuna ayTeHTUPpUKauum

6. ObecneubTe ceTeBylo gocTynHocTb K Captive Portal gns Bbi6paHHbIX
KOMMNbIOTEPOB U CEPBEPOB.

7. Ecnn tpebyetcs, Ha cTpaHuue Policies = Security go6aBbTte
paspelualowme nonnTukn 6e3onacHoCTum.



8. [lo6aBbTe NpaBunio ayTeHTUdUKauum gns goctyna K IP-agpecy Captive
Portal 6e3 ayteHTudukaunm — Without authentication, uto6bbi
nepeHanpaBfeHHble OT Nosib3oBaTenen 3anpocbl MOrNN AOXOAUTb A0
Captive Portal.

Ecnu TpebyeTcs, BbibepuTe pexum XypHanmpoBaHUsi Npy cpabaTbiBaHUM
npasuna — Logging Mode At rule hit. Hanpumep:

Editing the authentication rule

Name

to Captive

Description

Match conditions
Source zone + Add Source address
% Any * Any

Destination zone + Add Destination address - 1

¥ Any Captive_portal
& 1013107158/32

Service - 2

g, HTTP-default-port
"2 TCP D:80 S:*

. HTTPS-default-port
*Q TCP D:443 it

Action on match

Authentication profile Logging mode

Without authentication Atrule hit

PucyHok 5. [lo6aBneHune npaBuna ayteHTudumkaumm (without authentication)

9. [ng BbI6paHHbIX KOMMNbIOTEPOB U CEPBEPOB B COOTBETCTBYIOLLMX 30HAX
6e3onacHOCTM BblbepuTe paHee co3paHHbI Npodusb ayTeHTUdUKauum
Authentication Profile.

Bbi6epute HE06XO0ANMDIN PEXUM XYPHaIMPOBaHUS Npu cpabaTbiBaHUM
npasuna, Hanpumep Logging Mode At rule hit.

10. Haxxmute CoxpaHuTb.



Editing the authentication rule

Rule properties

Name

Kali_to_Captive

Description

Match conditions

Source zone - 1 + Add Source address - 1

99 pmz Kali_DMZ

192.168.2.44/32
Destination zone + Add Destination address
* Any * Any
Service

¥ Any

Action on match

Authentication profile Logging mode

8L Captive Portal Atrule hit

PucyHok 6. Bbi6op npodunsa ayTeHTUPUKaLMM N coxpaHeHne npasuna
11. NMpumeHunTe koHdurypauuio ¢ CY Ha PT NGFW, HaxaB Push to devices.

12. Ha TectoBom K yaoctoBepbrech, UTo DNS-3anpocbkl nepexBaTbiBalOTCS
Captive Portal. Hanpumep:

kali@kali: ~

File Actions Edit View

PucyHok 7. NMpoBepka DNS-3anpocos

Ecnu Bce HacTpoeHo KoppeKkTHO, To B oTBeTe Ha DNS-3anpoc aonxeH
oTobpasutbed IP-appec HacTpoeHHoro Captive Portal.

13. B 6pay3epe nepenguTe Ha TECTOBbIN Be6-calT u ybeguTtech, Yto Captive
Portal nepexsaTtun sanpoc nonb3oBaTesnis U Bbigan CTpaHULYy aBTopu3auuu.
Hanpumep:



& C @ QO G httpsi//lentaru

KaliLinux # KaliTools < KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

PT NGFW Captive Portal

Enter your credentials

Username:

Username

Password:

PucyHok 8. CTpaHuua aBTOpr3auumn

14. BBeguTe nOMeHHbIe yuyeTHble flaHHble u3 Microsoft AD, ¢ KoTopbimM
npeaBapuTeNnbHO HaCTpPOeHa NHTerpauus. Popmat BBoga B none
Username: user@domain.local

15. Mpwu ycnewHon aBTopu3sauum Captive Portal BepHeT coobeHune Success ¢
yka3aHuem IP-agpeca, koTopbiil 6bin1 cunTaH U3 3anucenn AD gna aton
ceccuun ayTeHTudpukKaumum.

QO & https://lenta.ru/w

i Docs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

PT NGFW Captive Portal

SUCCESS

10.13.107.46

PucyHok 9. YcnewHas asTopu3sauus

BAXXHO! Ecnun Captive Portal B coobLieHnn ycnewHon aBTopusaumm
BbIBOAUT HeKOppeKTHbIN IP-agpec, To HeO6X0AMMO NPOBECTU OT/IAAKY.
OpHa 13 BO3MOXHbIX NpUYnH — nonagaHue tpaduka ot MK go Captive
Portal nog nonutukn NAT, koTopbie uameHsiiot IP-agpec nctouHuka.


mailto:user@domain.local

16. Y6epuTtecb B HaNIM4YNM COOTBETCTBYIOLMNX 3anncen Ha cTpaHuue Logs -
Authentication policy.
Ona Tpaduka B ctopoHy Captive Portal oxxupaemoe 3HaueHne B KONOHKe
Action — bypass, pna Tpadpuka B cTopoHy Internet Action — redirect (B
COOTBETCTBMU C NONUTUKAMN ayTeHTUdUKaLMK, CM. NYHKTbI 7-8).

PTNGFW  Policles  Objects Devices Logs  Settings
S Traffic Authentication policy event logs

& Decryption & Exportto CSV % Refresh

O Ips A Hide filters - 0

R Audit + Add fiter

G Antivirus

£ Authentication
bypass 192168.2.44 1013107158 443 101310746 20616 1013107158 443 Tcp

Authentication

= Colicy redirect 192168.2.44 10.0.52101 53 1013107.46 24037 10052101 53 uop
redirect 192168.2.44 10.0.52101 53 1013107.46 27355 100.52101 53 uop
bypass 192168.2.44 1013107158 443 1013107.46 7858 1013107158 443 Tcp
bypass 192168.2.44 1013107158 443 1013107.46 59276 1013107158 443 Tcp

PucyHok 10. CtpaHuua XypHanbl = AyteHTudpunkaums
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